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Qutline

°* VPN

* Citrix and other Terminal Servers
* Tarantella

°* VNC

* Access Grid

* Wireless

* EPICS on Windows
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VPN

* Stands for Virtual Private Network
* A private network built on a public network (i.e. the Internet)
* Uses encryption

- Encryption excludes hosts from outside the private network
seeing your data

- Even if they are on the public network
* Uses access control and authentication with secure protocols
- IPSEC is the security layer standard
- Type “man ipsec” if you want to know more (You probably don't)
* Less expensive than dedicated lines
°* Sometimes referred to as “tunneling”
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VPN: Simple View

* |P packets get encrypted and put inside a wrapper packet that
goes through the public Internet

* No one can read anything inside

VPN Header
Header Ax’'k%...

Clear text jH $jFgtg
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VPN: Broader View

°* You run aclient on your computer that connects to a VPN
server that lets you connect to the internal network

* Other Internet traffic goes as usual

DMZ
‘ VPN Server
Kids PC Internet Corporate
%”D:ﬂ Network
Disney Channel 5
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How to use a VPN

Talk to your System Administrator
- He or she will tell you what to do
Typically you need to install client software on your computer
- And run it to make the VPN connection
The System Administrator needs to allow you access
Will be similar to being connected internally
- You can see the internal APS web pages, for example
- You can’t view adult sites

You will probably be on a different subnet from your work
computer

- The networks you see may (or may not) be limited

It should work from any place where you have Internet access
It IS not a secure as some other means
- You can transmit viruses into the system




Citrix and Terminal Servers CITRIX'

A means of accessing the corporate network from almost
anywhere

- Your mother’s computer (if she has administrator privileges)
You may need to download a client

- Clients are available for most platforms, even PDAs
You access a web page and enter a password
This allows you on an internal Windows machine

- With access to standard applications

- Or your own full Windows desktop
At the APS the desktop has Exceed and EPICS installed

- You can run EPICS applications, such as MEDM

- You can connect to other computers via Exceed’s Xstart
Your applications are running on the internal computer

- You cannot transmit viruses




Citrix

Gateway
(CSG)

ICA — [
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Your Laptop AT'ﬁke.t
Web Server UtST?A”ty Citrix
( ) Server(s)
Corporate
Internet DMZ Ne‘ltowork
Desktop runs on the server,
~ displays on Your Laptop,
communicates via ICA
(Intelligent Console
Architecture) o
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Citrix Login Screen

taFrame XP Logil

icrosoft Internet Explorer

dadack ~ = - ([ 4| Doearch CiFavortes Fivedia (4 | By S =

(]
Lal

Address Ia https: ffmetis. aps. anl.goviCitrixiMetaFrameXp login, jsp?Client Detection=Cn

Links @] Tasks

arantells @|Metis @|Bender &|Wkon &)Weather @&|Gongle @|EFICS @]Controls @]ICA Javador 4] I25E Docs

[@he web

Coperric Agert |

[T | @y Hieck |[ 20 O | Elresiseer

Google - |

|| Epseachwer - | 3 | Fioblocked Elaoril | Edoptions 4

Citrix®

MetaFrameXP

Security Notice

This web site is part of a Federal computer system used to accomplish
Federal functions, The Department of Energy monitars this weh site for
security purposes to ensure it remains available to all users and to protect
information in the system. By accessing this web site, you are exprassly
consenting to these monitoring activities.

Unauthorized attempts to defeat or circumvent security features, to use
the system for other than intended purposes, to deny service to authorized
users, to access, obtain, alter, damage, or destroy information, or
otherwise to interfere with the system or its operation are prohibited.
Evidence of such acts may be disclosed to law enforcement autharities and
result in criminal prosecution under the Computer Fraud and Abuse Act of
1986 (Pub. L. 99-474) and the Mational Information Infrastructure
Protection Act of 1996 (Pub. L. 104-294), (18 U.5.C. 1030}, or other
applicable criminal laws.source of anonymous statistical information.

MetaFrame XP Message Center (iWwI)

The MetaFrame xP Message Center displays any informational or error
messages that may occur.,

If you do not have the ICA Client installed on your system, you must
install the ICA Client to launch the applications.

Please click on the below link to install the ICA Client.

&4 1ca web Client for 32-bit Windows

Other Clients are available from the Citrix Client download site

CiTRIX'

Warnin

@ Done

[ [ [& BE rocalintranet

Ny K

Download
Windows
Client

(Solaris clients
are already
installed)
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Citrix Internal Screen

=101%]

dadack + = - (@ [0 | Qoeach CgFavortes fiveda (B | B S = E ] B

Address |@ https: fimetis. aps. anl. goviCitrixMetaFrameXP frameset.jsp j 6o
Liks @&]Tasks @&]Calypso @&|Tarantells @&]Metis &|Bender @&|Nikon @&|Weather @]Googe @]EFICS @&]Controls @]ICA Javador &) J2SE Docs 2
Copernic Agentl ;OIOThe Web j ‘ [? up | eH\story @Track H? 0 e | aResults Bar

Google - | || Epseachwen - | g3 | Ehiobiocked Elaoonl | Edoptions 4

MetaFrame XP Applications

Welcome to your personalized view of MetaFrame =P
applications. The Applications bor contains icons for the
applications that you can use. Click an ican to launch an
application. Click Refresh to view the latest applications,
Click Settings to change your settings. Click a folder icon
to display its contents. If you have problems using an
application, please contact your help desk or system
administrator for mare information.

MetaFrame XP Message Center (iWwI)

The MetaFrame xP Message Center displays any
informational or error messages that may occur,

Applications

G il

/
2

If you do not have the ICA Client installed on your
system, you must install the ICA Client to launch
the applications.

2]

Please click on the below link to install the ICA Client.

104 web Client for 32-hit Windows

Other Clients are available from the Citrix Client
download site

Desktop CiTRIX'

- [ [ [ B8 el intranet
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Citrix Desktop

}1 Desktop - Citrix ICA Client

XConfig .xs file
Shortcut For
Remote Login

Storage-Ring
Shortcut

¢ smain.adl

Storage Ring
TOPUP OPS DIAG RF PS BTS VACUUM TIMING MPS MISC

o | = | = | = | = | o | = | = |
| B o o | Doy s mo s |
TooLS = | LI ,—I T ETE

' I ! I o

~ LCONTROLS COMTROLS [0C STATUS
= L |

STORAGE RING =COPE
CONTROL &

\

FLHGS
534 358
\/

"g’*’ 532,33

RADIATION MOHITORSE
a |

FACILITIES IR
e S

LEAK
DETECTION

arg B2/B9/2065

Close desktop by Log Off, not Shut Down

Don’t
click
here



Tarantella

* Similar to Citrix except that it connects to UNIX and uses X
Windows as well as Microsoft Windows

* |Is aPortlet (Java) running on a Portal Server

°* You access aweb page and enter a password

°* You do not need to download a client
- You use a browser
- But there are native clients available

* Your applications are running on the internal computer
- You cannot transmit viruses
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Tarantella

Portal-

Server E

Gateway —

1
Portal Server,

Web Server l—jl

Tarantella
DMZ Server(s) Corporate

Network

Your Laptop

Internet
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VNC Ve

* Virtual Network Computing

* Interact with one computer (Server) by using a simple program
(Viewer) on another computer

* Fully cross platform (e.g. Viewing Solaris on Windows)
* Free and publicly available
* Not secure
- Sends clear text (except perhaps the password)
* Needs a VPN or SSH
* Includes an optional web server
- Runs on the Server machine on port 5800 by default
- Allows the Client to connect via a Java interface in a browser
- Such web servers are typically prohibited in a corporate network
* Interface is more primitive and slower than Citrix
°* May not be permitted
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VNC

Your Laptop

Internet

Another
Computer
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Access Grid AUESGRID

* The Access Grid is a large ensemble of resources

- Multimedia large-format displays

- Presentation and interactive environments

- Interfaces to Grid computing and to visualization environments
* Developed by the Futures Laboratory at Argonne

* Open source
°* Runs on
- Linux
- Windows
- Possibly others
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Access Grid

Designed for teleconferencing
Has a virtual meeting place, called a Virtual Venue

There is a Venue Server running somewhere

The Venue provides users with all the necessary information
needed to communicate with each other

- Audio and video streams, user capabilities, data, services,

applications, connections to other Venues, etc.

Security Is via certificates

Superior to a password strategy

Certificate belongs to the user

You request and configure your certificate only once
You can then export it to other machines

See:

Do not need a password or account on the corporate network




Access Grid

* Each institution has one or more AG nodes
- Typically contain high-end audio and visual technology
- Separate Display machine, Video Machine, Audio Machine

Video

Display

Audio

- Can all be run on one machine if desired
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Access Grid

®* You use the Venue Client to manage your session

Venue Client

Yenue Preferences My Venues Help

=1

ﬂ |https:#vv2.m.adgawﬂ]]]ﬁmfd&[aﬂ

Access Grid Lobby

E stz -i{} = & Paticipants
A Y Michael Miller
¥ Susanne Lebver
v+ @ Data
+ @ Services
+ & Applications
— bl
- Entered venue Access Giid Lobby

Hello, do you know
Your meszage:

Research Division just left the venue

Dizplay
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Access Grid

* [Installation is large but not difficult
* Can be done on one machine (e.g. Your Laptop)
°* You do not need to use all the available capability
* Can use VNC to connect to an internal computer AG node
* Can add other features as you need them
- E.g. Video is a common need

* These extra features are not typically available with the other
methods described in this presentation

- Makes it an attractive alternative if you have other needs
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Access Grid

oooo

AG Node Venue Server

%HDED

——\ Internet
Your Laptop Certificate
(AG Node) Authority
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Wireless

There is little difference in most of the subjects covered here
whether you connect via Wireless or some other kind of
Internet connection

Wireless networks are typically provided in:

Hotels

Airports

Coffee Shops

Facilities like the APS or SNS

Once you have a connection, you proceed as usual

Wireless communications can be intercepted by anyone with
an appropriate antenna

The security built into the standard wireless protocols such as
802.11 tends to be weak

Using a VPN or Citrix should be relatively safe
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EPICS on Windows

EPICS applications (e.g. MEDM) are typically written for UNIX
and Motif / X Windows

You can run them by connecting to an internal UNIX machine
- All Channel Access traffic goes over the wire
- All X traffic goes over the wire
- But, there is far more X traffic than EPICS traffic
You can avoid this by running them locally
- Will be much faster
- Accessing system ADL files may be a problem
You want a way to run MEDM, etc. on Windows
- The remote machine (Your Laptop) is usually Windows
- The Citrix desktop is Windows

You can use Exceed and the EPICS WIN32 Extensions to do
this




EXCeed hf Hummingbird’

* Hummingbird Exceed
Arguably the best Windows X Server
The only viable source of Moaotif libraries for Windows
Possible to use other Windows X Servers but it is not supported
See a System Administrator to get Exceed installed
°* You can also use Exceed to connect to other computers
* Use the Exceed Xstart utility
- Secure Shell is the preferred Start method (or may be required)
- The command is usually “xterm &”
- 1 Show progress is suggested
- i Show host reply for debugging
- (The location of these settings varies with the Exceed version)
* Exceed is already installed on the Citrix servers
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EPICS WIN32 Extensions

* Package of the important EPICS applications
- Built to run on Windows

& C:\Documents and Settings\All Users\Start Menu\Programs\EPICS WIN32 Extensions |:|
Eile Edit Wiew Favorites Tools  Help ,'F

\d} Back i WDEI 1‘ j-j Search - Folders v

Links @ Anchordesk @ Custarmize Links @ localhost .@ Mikon Forum @ Haokrnail @ Weather @ Radar 2

Addrass |23 C\Documents and Settingsiall UsersiSkart MenulProgramsiEPICS WIN32 Extensions b | Go
.
. ()
File and Folder Tasks
Probe Mamecapture el aLH

..j Make a new Folder
Publish this Folder to

the 'Web Aa iy -
Ed Share this Folder o ‘[/ E éﬁ;”a

ADT HistTool CaR.epeater Chaos WinProbe

Other Places

Programs [ =0
B My Documents M
| Shared Documents

._,J My Cormpuker

ig My Metwork Places
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How to Install the EPICS WIN32 Extensions

Information can be found at

There is an InstallShield installer located at
- You usually want the latest version there
The installation is easy and should not mess up your computer
Uninstalling them is also easy
- If you be sure to stop all running programs first
- Closing Exceed stops all except CaRepeater
Read the README before starting!
Install Exceed first

You already did all this if you installed the Virtual Linac




Storage-Ring Shortcut

* Jtis convenient to make shortcuts to ADL files
- E.g. the Storage-Ring main screen at the APS

* Right drag the MEDM menu item from the programs menu to
your desktop and rename it Storage Ring

* Right click it and choose Properties

* Add the following to the end of the command after the quotes:
-X \\oxygen\adlsys\sr\psApp\sMain.adl

* Change the Start in: item to \oxygen\adlsys
* Set the following environment variables
- EPICS_CA_ADDR_LIST to point to the Main Gateway
- EPICS_CA_AUTO_ADDR_LIST=NO
-  EPICS_DISPLAY_PATH=\\oxygen\adlsys;\\oxygen\xfdsys
* Click theicon to bring up the Storage Ring main screen
* Change these directions as necessary for your situation
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ADL Files

You need ADL files to run MEDM

These are usually found on the internal file system
You have two choices

1. Copy them to Your Laptop

You do not then require a connection to the file system
MEDM will be faster

But they will get out of date

This may be useful if you only have a few

2. Link to the ones on the internal file system

- You probably have a VPN connection or are using Citrix,
anyway, so this is not a problem

The preceding slide shows one way to link to the internal file
system to get ADL files

- Or, make a link in your home directory, mount that directory




MEDM Fonts

* MEDM uses font aliases for flexibility
°* However, they are not in Exceed by default

* Installing them is slightly different for different versions of
Exceed

°* There are detailed instructions on the MEDM page at:

* Essentially, there are two ways
- Use a font server
- Install them in Exceed locally
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Exceed Xconfig Utility

* In both cases you start with the Exceed Xconfig utility

* Go to Font Management and choose Edit

Font Database: Ifp.xdb - Xfonts

x|

File: Ic:\dncuments and settingzh\evans\application datashummingbirdsconnectivitys2 00herceedhfp. sdb

Status | .FDB File Font Directory,/Server

i ] C:lexceen\exCes ot misct
KP Fadpi Cexceedexcead) font, 7Sdnil,
KP 100dpi chexceed exceed) fonth 100dni,
KP latinl chexceed excead) fonthlatinl?,
kP andrew chexceedexcead font) andrew,
KP pc chexceed excead) fontpc),

KP hpfont cexceed exceed font\ hpfont),
KP dec?s chexceed \exceed) fontldec7s)
KP decl100 chexceed excead) font dec 1004
KP euro chexceed excead) fonteuro,
KP syrmbal Chexceed exceed fontsyrmbol,

Browse... |

Add FDB File... Add Font Server. .. Ehang/ Change All... Delete

tove Up
Add Win Fontz... Add ¥ Fonte... Import Alias... Export Alias... Font List... tove Diown
Reszolve Font Mame. . | Saveds | 0k I Cancel Help
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Use Font Server

* Choose Add Font Server
* Fill in the parameters
- Get them from your system administrator

Add Font Server

Host:

Iheluim
Part 7100
Tranzport; tep

Status
|V State: % Load

" keep 1 Inactive

Ok

Cancel Help
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Install Font Aliases Locally

* Download from the MEDM page
- Or copy the lines from this file (or the manual) to a local file

* Choose Import Alias
* Be sure to pick (All Directories) for To:

Import Alias

Eram: I o wdownloadsmedmfonts. al

Erowse... |

To I [&ll Directaries) / j

* You can see where they got installed and uninstall them by
double clicking the line for misc or 100dpi in the Font

Management dialog
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Thank You

This has been an
APS Controls Presentation
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Thank You

This has been an
APS Controls Presentation
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